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Key Findings

Much has been written about the existence of various threats, internal and external, and
vendors are only too quick to proffer solutions to the problems. But what really needs to exist
for security to work? This report considers some of the more behavioural aspects of security
best practice, such as the role of awareness, policy and communications.

IT security matters - but some organisations are doing better than others

While IT security is generally seen as important to our IT-oriented research sample, there is a general feeling that
aspectssuch as the level of security awareness, and how seriously IT security is taken by business management,
could be better. Such characteristics can be used to determine organisations that generally are achead of the
pack, and those who are lagging behind.

Leading organisations believe themselves to be better protected, and rightly so

In general, organisations that we have categorised as ‘leaders’ believe themselves to be better protected
than the ‘laggards’. It tends to be those threats that are directly influenced by good security practices that
show the most marked differences, for example web site defacement or corruption.

Having a comprehensive security policy is fundamental to good security practice
Organisations with a fully comprehensive, dynamic security policy are less likely to suffer security breaches
such as web site defacement, or indeed theft. It is therefore no surprise to note that the more leading
organisations are twice as likely to have such a policy in place than the sample as a whole. Equally notable is
that organisations with outdated policies fare less well than those with no policy in place at all.

Communication between the business and IT is also important

Few would doubt that business risks should be prioritised as an input to implementing good security practice.
There is a big difference of opinion between the leaders and the laggards however, concerning how important
it is to communicate this information both to IT, and to the workforce. And indeed, such co-ordination has a
tangible impact on risk reduction.

More progressive IT security organisations are deploying more complex tooling

IT security tools are in general bought more on the basis of simplicity than need - tools that are easy to
cost-justify and deploy are far more likely to be in place than more complex tools. However, leading edge
organisations are installing the more challenging tools. The lesson is not to install everything, but to review
one's own situation and make the necessary improvements that become apparent.

The research upon which this report is based was designed and interpreted on an independent .
basis by Freeform Dynamics. Feedback was gathered from 1,102 IT and business professionals The &I Reg’ster

during the online study, which was conducted in partnership with The Register.
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Infroduction

One of the issues with reading about IT security is an overwhelming feeling of, “Haven't we heard it all before?2”
There is always plenty that can go wrong, and everybody loves a good story about a high-profile failure, a
fact only too clear to the vendors of certain security products. It's somewhat troubling that both individuals
and organisations are far more likely to spend on security in the period following a major incident: no doubt
there are some deep-seated psychological reasons why in general, humans fail fo deal with the risks or
their consequences in advance (like with driving, where “accidents always happen to someone else.”) The
perhaps unsurprising, if a little unsavoury, result is that security vendors and their representatives often choose

to maximise the publicity around negative events.

As an additional consequence, it can be quite difficult
to separate the wood from the frees, the hype from the
reality. The average IT manager (if indeed there is such
a thing) has to determine which of the wide variety
of security products is actually worth apportioning
some of his or her limited budget to. In addition, there
are few security products that do not require some
change to how ITis managed. At the easier end of the
deployment scale are such products as anfivirus and
firewall — these share characteristics including:

e The threats they respond to (viruses and hackers,
for example) are well understood by both business
and IT.

e The terminology is also prefty familiar to most parts
of the organisation.

e They are relatively straightforward fo deploy,
impacting only specific areas of the infrastructure.

At the other end of the scale we have such products as
security event management and behavioural analysis
software, which do not share these characteristics. Is it
any wonder, then, (Figure 1) that we see them there?

In this study we wanted to cut through the hype and

/

Figure 1: Which of the following security products are
deployed or planned within the next year?

Antivirus/Antispam

Firewalll

Virtual Private Network
Identity and access mgmt
Content filtering appliance
Network Access Control
Intrusion Detection System
Vulnerability testing
Intrusion Protection System
Security event mgmt
Single sign-on

Behavioural analysis/forensics

Other

N

J

Larger organisations experience more issues, but application failure is not just a ‘big

company' problem.

determine the kinds of things that do actually make a difference to the levels of risk organisations face. The
study gathered insight from 1,102 IT professionals. For further information on the research sample please refer

to Appendix A.
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Does IT security matter?

4 2\
Figure 2: How important is IT security to the following aspects
of your business?

0% 20% 40% 60% 80% 100%

Continuing day to day operative

Complying with legal
requirements or indusry regulations

Virtual Private Network
Identity and access mgmt
Content filtering appliance
Network Access Control

Intrusion Detection System

%

There is general agreement that IT security is important...

Given the natfure of the respondent base, it would
be unwise to make any absolute statements about
whether businesses ‘get’ [T security, or otherwise.
What we can do however is use the responses to
Figure 3 to define a number of groups, which we can
then compare to the rest of the datfa. In Figure 4 we
consider the following groups:

¢ The 'leaders’, wtho answered 4 or 5 to the above
questions — 29% of the sample fit in this category

e The ‘laggards’, who answered only 1 or 2 - this
makes up 9% of the sample

4 2\
Figure 4: A look at the leaders and laggards

- Somewhere in between (62%)

- Laggards (9%)

- Leaders (29%)

. J

We can separate those who are leading the pack in ferms of awareness, from those
who are following.

So, does it maftter if an organisation is a leader or a
laggard?e Let us first consider how well organisations
think they are protected against IT security threats.
From the sample as a whole, we can see that while
over two thirds feel they are in some way protected
against the ‘simpler’ threats (as discussed before),
far fewer feel they are covered when it comes to
more fargeted aftacks (Figure 5).

|//03

IT security does indeed matter to organisations
across the globe — and indeed it's unlikely anybody
would say it didn't matter at all. As shown in Figure
2, externally facing aspects of the business tend to
be considered as being roughly equally important,
with internal-only areas — product development and
staffing — seen as less of a concern.

While there may be general agreement about the
principle however, Figure 3 shows that practice
in terms of IT security awareness can be variable.
Given that the respondents were largely IT staff and
management, it is unsurprising perhaps that they
should award themselves higher marks. All the same,
the results are a bit of anindictment —only a quarter of
respondents indicate that IT security is taken seriously
by the general workforce in their organisations, for
example.

e N\
Figure 3: How would you characterise the following?

0% 20% 40% 60% 80% 100%

The level of security awareness in
your organisation

The availability of fraining with
respect to [T security

How seriously IT security is taken by
senior business management
How seriously IT security is taken by
the general workforce

How seriously IT security is taken by
senior ITmanagement

How seriously IT security is taken
by IT staff

. J

...but this importance doesn't necessarily translate into awareness best practice.

Clearly there is no hard and fast rule as to what
characteristics are more demonstrative of IT security
leadership than others, but equally clearly, it stands
to reason that those who can check the majority
of boxes should, in principle, be better off than the
others — it is this principle that we wish to test. The
majority of respondents lie somewhere in between,
but we are most interested in comparing the leaders
with the laggards (Figure 4).

e N
Figure 5: Given everything that you have implemented, how
well protected do you believe you are against the following?

0% 20% 40% 60% 80% 100%

Extemnal annoyances such as
spam

Extemnal hackers with malicious
intent

Third parties deliberately breaching
security within

Staff inadvertently breaching
security

Staff deliberately breaching
security

5 (Well protected) 1 (Poorly protected)
J

The general picture is that simpler threats tend to have been dealt with.

N
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Things get very interesting when we compare the
leaders against the laggards with respect to this
question. Figure 6 shows our group of leaders feeling
it is far befter protected across the board than the
laggard group.

But are these so-called leaders deluding themselves?
We don't think so. Figure 7 shows how IT security
awareness makes little difference when it comes to
theft of corporate equipment or denial of service
attacks. This is fair enough given that both are
largely down to the behaviour of third parties. Where
we do see a marked difference is where web sites
have been defaced or corrupted - in this case, the
laggards are three times as likely to suffer than the
leaders. In the web site situation, while the problem
may be instigated by external hackers, it is up to
internal staff to make sure the web site is created in
such a way that the risks are minimised.

4 N\
Figure 7: Has your organisation suffered any of the following
in the past six months?

0% 5% 10% 15% 20% 25%

A denial of Service attack on
the company

Defacement or comuption of
welbsite

Theft of comporate equipment

\ J

Where threats are more complex, we see a marked difference in likelihood between
the leaders and the laggards.
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Figure 6: Given everything that you have implemented, how
well protected do you believe you are?

LEADERS 0% 20% 40% 60% 80% 100%

Extemnal hackers with malicious
intent

External annoyances such as
spam

Third parties deliberately breaching
security within

Staffinadvertently breaching
security

Staff deliberately breaching
securify

LAGGARDS

External hackers with malicious
intent

Extemnal annoyances such as
spam

Third parties deliberately breaching
security within

Staff inadvertently breaching
security

Staff deliberately breaching
securify

5 (Well protected) 1 (Poorly protected)
J

The general picture is that simpler threats tend to have been dealt with.

So,whilethereisclearly notasingle answer, we cansee
that the leaders in terms of IT security awareness are
indeed better protected than the laggards. Having
reviewed the research findings from this perspective,
we have drawn out a number of additional ‘good
behaviours’ around policy, communications and
tooling. We look at these now.
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The role of policy in delivering IT Security

One area in which the divide between leaders and laggards was very clear was in the adoption of security
policy. In the sample overall, policy adoption is all over the map - but our ‘leader’ group was twice as likely
to have a fully comprehensive policy in place as the overall sample (Figure 8). Only a finy proportion of the
‘laggard’ group could say the same.

/
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Figure 8: Which of these best describes the current state of IT
security policy in your organisation?

0% 20% 40% 60% 80% 100%

Leaders

Laggers

Overall Sample

Qur policy is fully comprehensive, up fo date
and is ‘dynamic’ - it changes as we do

Qur policy is fully comprehensive and was
updated recently but is stafic

We have a security policy that is good at
some things and bad at others

We have a security policy that is largely out
of date and irelevant

We do not have a documented IT security
policy

J

Leading organisations are far more likely fo have a comprehensive IT security policy.

- 2
Figure 9: Has your organisation suffered any of the following
in the past six months? (IT security policy)

0% 10% 20% 30% 40% 50%

A denial of Service aftack on
the company

Defacement or comuption of
website

Theft of corporate equipment

. QOur policy is fully comprehensive, up to date
and s ‘dynamic’ - it changes as we do

. We have a security policy that is largely out
of date and irelevant

(S J

Similarly, having a policy in place has a positive impact on threats such as web site
defacement.

The big question in this instance concerns whether the presence of such a policy makes any difference in
terms of security issues (Figure 9). As with Figure 7 before, we can see there is little variation in terms of denial-
of-service attacks. However there is a marked reduction in the number of incidences of Web site defacement

—as well as, incidentally, theft of corporate equipment.

/

N

~
Figure 10: Given everything that you have implemented, how
well protected do you believe you are?

0% 20% 40% 60% 80%  100%

FULLY COMPREHENSIVE
‘DYNAMIC’ SECURITY POLICY

Extemal hackers with malicious
infent

Extemal annoyances such as
spam

Third parties deliberately breaching
security within

Staff inadvertently breaching
security

Staff deliberately breaching
security

SECURITY POLICY LARGELY OUT
OF DATE AND IRRELEVANT

Extemal hackers with malicious
intent

Extemal annoyances such as
spam

Third parties deliberately breaching
security within

Staff inadvertently breaching
security

Staff deliberately breaching
security

5 (Well protected) 1 (Poorly protected)
J
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Organisations with a comprehensive policy in place feel themselves to be better off,
and are likely o be more innovative as a result.

The big question in this instance concerns whether
the presence of such a policy makes any difference
in ferms of security issues (Figure ?9). As with Figure 7
before, we can see there is little variafion in terms
of denial-of-service attacks. However there is a
marked reduction in the number of incidences of
Web site defacement — as well as, incidentally, theft
of corporate equipment.

We can also see the positive impact of a fully
comprehensive IT security policy on perceptions of
protection (Figure 10). Thisis more than an interesting,
yet intangible statistic. We know from previous
studies [1] that organisations are often held back
from taking advantage of new business practices
or adopting new tfechnologies, because of their
security concerns. The implication is that leading
edge organisations, with a more positive aftitude
to security policy, will also be more confident about
innovation.
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Getting the message across

Another area where we can see a significant
difference is in terms of communication. When the
importance of prioritising business risks is considered,
we don't see much difference between the two
groups. It is the action the respective groups choose
to take or not, that has much more impact. Figure 11
shows a marked difference in terms of how these risks
are communicated to the IT department, and to the
workforce as a whole.

Once again, we need to remember that the
respondents to this study are generally on the front
lines and management of IT. Considering the above
in this context, they are saying to the business; “tell us
what you think the risks are, and more importantly,
ensure that business users are fully aware of the risks
aswell'".

4 2\
Figure 8: What do you feel could have the most impact on IT -
better communication with the business?

0% 20% 40% 60% 80% 100%

Leaders

Laggers

4 N\
Figure 11: Given everything that you have implemented, how
well protected do you believe you are?

0% 20% 40% 60% 80% 100%
LEADERS

Better prioritisation of business risks

Better communication of this fo IT

Better communication of this fo
the workforce

LAGGARDS
Better prioritisation of business risks

Better communication of this fo IT

Better communication of this o
the workforce

5 (Most effective) 1 (Least effective)
S J

This can be helped with two-way communications between It and the business.

Where do tools fit in?

5 (Most effective) 1 (Least effective)
- %

Understanding business risk is important, but more so is communicating risk to IT and the
business.

IT is not washing its hands of the problem however.
Figure 12 shows us that it is just as important for IT to
be communicating with the business, as vice versa.

Good attitudes or policies alone will not protect
against the bad guys, of course. Referring back to
the initial question of where the ‘more challenging’
IT security products should fit in, we can gain a clear
sign from the leaders category, which is more likely to
have deployed such tools (Figure 14) — note that the
figure takes the bottom five technologies presented
on Figure 1.

IT is worth calling out some observations around
‘planning’ here. Figure 14 suggests that the laggard
group is unlikely to close the gap on the leader
group even if it follows through with its planned
investments.

However, over a number of research studies, we
have learned that while organisafions may be
considering certain things in their plans, they are not
necessarily going to implement them in the stated
time period. This is perfectly normal, and is largely
down to factors such as changing priorities and
unexpected demands. When we add this ‘reality’

~
Figure 10: Given everything that you have implemented, how

well protected do you believe you are?

0% 20% 40% 60% 80% 100%

LEADERS

Vulnerability testing

Intrusion Protection System (IPS)

Security event management

Single sign-on

Behavioural analysis and forensics

LAGGARDS

Vulnerability testing

Infrusion Protection System (IPS)

Security event management

Single sign-on

Behavioural analysis and forensics

Deployed
N J

Leading organisations are more likely to deploy more complex security technologies.

to our thinking, the net effect suggests that the laggards are likely to fall further behind the leaders unless

specific action is faken.

All the same, in the chart above, a far more telling statistic concerns which products have actually been
deployed: in all cases, a significantly higher proportion of respondents have adopted such fechnologies in

the leaders category, than in the laggards category.

//06
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Discussion and Conclusion

IT security is a complex business, as we have already said, and it can be difficult to unpick the causes from
the effects.

Is it, for example, that organisations with comprehensive security policies are therefore more security aware,
or is it that more security aware organisations are more likely to adopt comprehensive security policies?

Or indeed, are their other factors not discussed here, such as whether the information being worked on is
particularly sensitive2 And is it such factors that dictate both atfitudes and the presence of policy?

Such questions are worthy of debate, but they do not change the conclusion that certain behaviours relatfive
to IT security do result in a reduction of both the perceived risk and the actual likelihood of breach.

These behaviours can also be linked to more general best practice in IT, and the beneficial effects, as we
have documented in other reports [2]. (One such example, not explicitly documented here, was the positive
measureable effect of security best practice on the more general question of IT systems failure).

Ultimately, it is less relevant whether any specific criterion is more or less important than any other when it
comes fo security best practice. There is a bigger challenge afoof.

Two thirds of respondents to this study lie somewhere in between the two exiremes - the leaders and the
laggards — that we chose to highlight.

The most important lesson we can learn is that it will always be worth reviewing the situation any particular
organisation is in, and determining what improvements can be made. This isn’'t motherhood, its common
sense. It's also a requirement which organisations need to bear in mind fo ensure that their direction of fravel
is fowards the leaders and away from the laggards.

As a final point, plenty can be learned from the more leading organisations but the bottom line is that security
cannot be freated by investing in tools alone. Organisations looking for a sticking plaster solution may find
themselves with more cuts and grazes than those who know not to walk through the brambles in the first
place.
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Appendix A - Research Sample

The research sample was 1,102 respondents, distributed as shown in the figures below.

Figure 15: Participants by geography )
B uk %)
B uva2i%
[l Restof Europe (13%)
Il Restof world (17%)
\ %

A reasonable proportion from non-English speaking countries...

s A
Figure 16: Participants by organisation size

250-5,000 employees (28%)

50-250 employees (16%)

>5,000 employees (28%)

<50 employees (28%)

N J

...And a good spread across company sizes.

Appendix B — Reference work

[1] "Enabling the Trusted Workforce — A balanced approach to managing people related risk”, Jon Collins
and Dale Vile, February 2007

[2] “IT on the front foot — Sourcing, architecture and the progressive IT organisation”, Jon Collins and Dale Vile,
April 2008
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About

The Regqister

The Regqister started life as a daily news operation on the web in May 1998. On the first day,
300 readers visited; in 2008 more than 5 million unique readers visit the site every month.

The Register's blend of breaking news, strong personalities — and its accessible online
execution — has made it one of the most popular, authorities on the IT industry.

With an international team of journalists and columnists, The Register reports on the IT industry from the inside
out — covering everything from enterprise software, to chip developments.

Freeform Dynamics =@ FREEFORM

BDYNAMICS
Freeform Dynamics is a research and analysis firm. We track and report on the business impact ~ 0ren Research and Analysis
of developments in the IT and communications sectors.

As part of this, we use an innovative research methodology to gather feedback directly from those involved
in ITC strategy, planning, procurement and implementation. Our output is therefore grounded in real-world
practicality for use by mainstream IT professionails.

Terms of use

This report is Copyright 2008 Freeform Dynamics Ltd. It may be freely duplicated and distributed in its entirety on an individual one
to one basis, either electronically or in hard copy form. It may not, however, be disassembled or modified in any way as part of the
duplication process.

The contents of the front page of this report may be reproduced and published on any website as a management summary, so long
as it is attributed to Freeform Dynamics Ltd and is accompanied by a link to the relevant request page on www.freeformdynamics.
com. Hosting of the entire report for download and/or mass distribution of the report by any means is prohibited unless express
permission is obtained from Freeform Dynamics Ltd.

This report is provided for your general information and use only. No warranty or guarantee is provided by Freeform Dynamics Ltd
with respect to the suitability of the information provided within this document for any particular purpose.
S J
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